Conventional access control systems are typically based on a single time instant authentication. However, for high-security environments, continuous user verification is needed in order to robustly prevent fraudulent or unauthorized access. The electrocardiogram (ECG) is an emerging biometric modality with the following characteristics: (i) it does not require liveliness verification, (ii) there is strong evidence that it contains sufficient discriminative information to allow the identification of individuals from a large population, (iii) it allows continuous user verification. Recently, a string matching approach for ECG-based biometrics, using the Ziv-Merhav (ZM) cross parsing, was proposed. Building on previous work, and exploiting tools from data compression, this paper goes one step further, proposing a method for ECG-based continuous authentication. An adaptive way of using the ZM cross parsing is introduced. The use of the Lloyd-Max quantization is also introduced to improve the results with the string matching approach for ECG-based biometrics. Results on one-lead ECG real data are presented, acquired during a concentration task, from 19 healthy individuals.
INTRODUCTION
The problem of user verification has concentrated much effort of the research community in the last few years. This has resulted in many approaches for personal authentication based on biometric features. Conventional access control systems are typically based on a single time instant authentication. But the demand for robustly preventing fraudulent or unauthorized access to systems led us to another problem. How to guarantee that the initially authenticated person is the same that is using the system? This problem is addressed by continuous user verification, where biometric authentication (verification) (Jain et al., 2007 ) is useful, and several studies on this topic have been published (Monrose and Rubin, 2000) (Sim et al., 2007) (Niinuma and Jain, 2010) .
The electrocardiogram (ECG) is an emerging biometric measure which exploits a physiological feature that exists on every human. There is strong evidence that the ECG is sufficiently discriminative to identify individuals within a large population. The ECG allows intrinsic liveliness verification, personal identification and authentication (Biel et al., 2001 ) (Chiu et al., 2008) (Pereira Coutinho et al., 2010b) , and different stress or emotion states detection (Medina and Fred, 2010) . Furthermore the ECG is a behavioral biometric trait that can be used with other biometric measures (Ross et al., 2006) , as a complementary feature, for fusion in a multimodal biometric authentication system (Boulgouris et al., 2009, Ch. 18 ) and for continuous authentication where biological signatures are continuously monitored (easily done by using new signal acquisition technologies like the Vital Jacket (Cunha et al., 2007) , (Leonov, 2009) ) in order to guarantee the identity of the operator throughout the whole process (Damousis et al., 2008) .
Recently, a string matching approach for ECGbased biometrics using the Ziv-Merhav (ZM) cross parsing was proposed (Pereira Coutinho et al., 2010a) . Built on previous work and exploring principles from data compression, in this paper we go one step further, proposing a method for ECG-based continuous authentication. We introduce the use of ZM cross parsing with adaptive models, in a way similar to what is used by dictionary-based text data compression algorithms, such as the LZ77 (Ziv and Lempel, 1977) . The use of the Lloyd-Max quantization is also proposed to improve the results with the string matching approach for ECG-based biometrics. Results on one-lead ECG real data are presented, acquired during a concentration task, from 19 healthy individuals. This paper is organized as follows: Sec. 2 makes a brief review of the related works on ECG-based biometrics systems and provides some details about a recently proposed string matching approach. Sec. 3 discusses how to improve the efficacy of the string matching approach and describes the proposed continuous authentication method, detailing the use of the ZM cross parsing with adaptive models. Sec. 4 discusses and shows the experimental results. Finally, Sec. 5 finalizes the paper drawing the main conclusions.
RELATED WORKS ON ECG-BASED BIOMETRICS
Two question arise concerning the design of an ECGbased biometric system: How to store an ECG sample in a biometric database? How to match one ECG sample with database samples? Biel et al. (Biel et al., 2001) were the first to answer these questions, by proposing the extraction of fiducial features, which are used for database storage and classification (see Figure 1 ). 
Fiducial versus non-fiducial approaches
In a broad sense, one can say there are two different approaches in the literature concerning feature extraction from ECG: fiducial and non-fiducial. Fiducial methods use points of interest within a single heartbeat waveform, such as local maxima or minima; that is, they use references to allow the definition of features like latency times and amplitudes, as shown in Figure 1 . Many other examples can be found in the literature.
Non-fiducial techniques aim at extracting discriminative information from the ECG waveform without having to extract fiducia. A global pattern from several heartbeat waveforms may be used as a feature; typically, wavelet or DCT coefficients have been used as features.
Some methods combine these two different approaches or are partially fiducial (Wang et al., 2008 ) (e.g., they use only the R peak as a reference for segmentation of the heartbeat waveforms). Table 1 summarizes several approaches found in the literature; for more details on each method, see the corresponding publication.
String matching approach
A new non-fiducial approach was recently proposed (Pereira Coutinho et al., 2010a) . It is a simple approach where the first step is to convert ECG samples into sequences of symbols (strings) from an alphabet, using 8 bit uniform quantization (256 symbols). Although information is lost due the quantization process, enough discriminative information is preserved (as shown by the experiments). Identification or authentication is based on a 1-NN (nearest neighbor) classifier, using the string similarity measure described next. An application example on person identification is depicted in Figure 2 . 
String similarity measure
The string similarity measure used in (Pereira Coutinho et al., 2010a ) is based on Ziv-Merhav cross parsing (ZMCP) (Ziv and Merhav, 1993 two sequences z and x based on two LZ-type parsing algorithms: the incremental LZ parsing (LZ78) which is a self parsing procedure of a sequence (let the self parsing length of a given a sequence z be denoted by c(z)) and the cross parsing (LZ78 parsing variation) which is a sequential parsing of a sequence with respect to another sequence (let us denote by c(z|x) the sequential parsing length of a sequence z given a sequence x).
For example, as shown in Figure 2 , the 1-NN based identification of a test sample z in one of a set of K classes, given the subject models x k per class k, is then simplŷ
The ZMCP implementation consists on a static dictionary pre-loaded with a sequence x (model), where only the look ahead buffer (LAB) slides over the input sequence z while making the cross parsing (for details see (Pereira Coutinho and Figueiredo, 2005) ).
Proposed string matching approach
Our work is built on the basic ideas from (Pereira Coutinho et al., 2010b) proposing the major enhancements described as follows.
User-tuned quantization
In the string matching approach, a user tuned authentication scheme was proposed (Pereira Coutinho et al., 2010b) . After preprocessing the ECG acquired samples, the system uses uniform quantization to transform the samples into a string. In order to make the system more user-tuned, one can learn a quantizer for each user. That can simply be done using non-uniform quantization, namely the Lloyd-Max quantization (LMQ).
Our proposal is that, after the enrollment process, a Lloyd-Max quantizer be built for each user, and the selected ECG acquired samples be encoded with the associated user-tuned quantizer, and stored in the database, to be used as a model. During the authentication process the selected ECG acquired samples are also encoded with the Lloyd-Max quantizer associated to the subject that the user claims to be, and then compared with the same subject's stored model.
Continuous authentication method
The method that we propose is built on the string matching approach that was briefly described in Section 2.2. The classification stage remains the same, using the ZMCP as the string similarity measure. The major and significant change is in the way user's models are handled. An overview of the proposed system block diagram is depicted in Figure 3 .
As in the original work, during the enrollment process the system must learn for each user both the user model and the user threshold. This is the crucial data that will be retrieved from the system database during the whole continuous authentication process. Then, unlike the original work, we propose that every time that the system makes a positive authentication, the system database must be updated with that test sample that led to the positive decision. This adaptive mode of managing user models will enable the system to learn during the authentication process.
Updating the model to store in the system database will result from a simple string concatenation operation. We stress the simplicity of this model updating mode because it is not a time consuming operation, which is an important feature concerning realtime systems. Due to user's models size limitations, a strategy like FIFO (First In First Out), or other criteria, must be adopted when updating these models.
Notice that acquiring ECG signals for continuous authentication will require specific devices that allow continuous monitoring of the operator throughout the whole process. An example of such devices would be a wearable device like the Vital Jacket (Cunha et al., 2007) . 
Experiments

Data collection
The ECG waveform dataset used was acquired using one lead, in the context of the Himotion project 1 . The dataset contains ECG recordings from 19 subjects acquired during a concentration task on a computer, designed for an average completion time of 10 minutes. All the acquired ECG signals were normalized and band-pass filtered (2-30Hz) in order to remove noise. Each heartbeat waveform was sequentially segmented from the full recording and then all the obtained waveforms were aligned by their R peaks. From the resulting collection of ECG heartbeat waveforms, the mean wave for groups of 10 consecutive waveforms (without overlap) was computed. Each of these mean waveforms is what it is called a single heartbeat in (Pereira Coutinho et al., 2010b) . Notice that an intraclass study (Medina and Fred, 2010) with the dataset, in the context of the exploration of electrophysiological signals for emotional states detection, showed the existence of differentiated states in the data that represent the ECG signal of a subject.
Experimental Results
The experimental results were obtained with a strategy of leave-one-out cross validation over 50 runs. The samples for the model and for the test sample were chosen randomly from all the acquired single 1 https://www.it.pt/auto temp web page preview.asp?id=305 heartbeats waveforms for each user. We evaluated user authentication using non-uniform quantization and Table 2 shows the comparison results of authentication experiments over the same dataset. The results show that Lloyd-Max (rather than uniform) quantization and user-adjusted thresholds clearly improve the performance of the original string matching approach.
The proposed continuous authentication method was evaluated. Table 2 shows the results for the continuous authentication experiments over the same dataset. Test results show that the introduced adaptive capability, that is using ZMCP with adaptive user models, improve also the performance of the original system.
Conclusions
In this paper, the presented work is built on the basic ideas from (Pereira Coutinho et al., 2010b) . Two major enhancements on the string matching approach for ECG-based biometrics was proposed. One was the use of non-uniform quantization, namely the LloydMax quantization, when converting an ECG acquired sample into a string. The other was to allow system database update during the continuous authentication process. This adaptive mode depends on a simply string concatenation operation, which is not a time consuming operation, an important feature regarding real-time system.
Experiments carried out on a dataset with 19
Reference Feature EER (Oliveira and Fred, 2009) Fiducial (1-NN classifier) 8.0 % (Gamboa, 2008) Fiducial (user-tuned) 1.7 % (Pereira Coutinho et al., 2010b) Non-fiducial (uniform quantiz., user-tuned) 1.1 % Proposed authentication method Non-fiducial (LLoyd-Max quantiz., user-tuned) 0.37 % Proposed cont. authentication method Non-fiducial (LLoyd-Max quantiz., user-tuned, adaptive models) 0.36 % healthy subjects, for whom the existence of differentiated states in the ECG data of a subject has been shown (Medina and Fred, 2010) . Results showed that our method improve the performance of the original system, enabling an average EER (equal error rate) of 0.37 % on authentication and 0.36 % on continuos authentication.
Future work will include tests with other datasets for further evaluation of our method, particularly with datasets that have longer ECG samples. This allow a more accurate performance evaluation in the case of continuous authentication. The size of the HiMotion project samples was quite small and this was a drawback in the present work. The user threshold tunning process is another problem that must be addressed in future studies because an adaptive learning strategy is needed.
